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: DevOps Lifecycle

® DevOps Lifecycle
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CICD BlueGreen H{XE +3

@ GitHub Repository MM

= O Jhwoa [/ WebGoat

L} Code

{1 Pull requests

(2} Actions im| Projects M wiki 0 Security = Insights £ Settings

i*: WebGoat #ublc £ Pin < Wach

forkoed B

F main - F 1Branch >0 Tags Q1 Go o fil £ Add file =

Thits branch 15 1 commit ahead of 39 commits behingd  webtodt MeebGoat ;malr I': Contribute -

«=» Jhvvan Update applcation-webgoal propertie

B _github hore: uparade checkout out to vl (WebGoat# 1781
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docs hore: add pre

2 L8 Lpdate
GO engnone leat: add Docker Ceskl version of Weioal with all t

editongontig Bafactoning MWebGaats 1 X
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gitignore hone: add

)

pre=Commit=Conig :,-an'l none. a0 |
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::I CONTRIBUTING mid

[ COPYRIGHT. txt hore add pie

£ Code =

T Sync fork -
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¢ %0 SRt I Fo
d

buildspec.ymi ppspec.yml start.sh

version: 0.2 version: 0.0 #!/bin/bash
os: linux
h : . .
pas?st . files: JARFILE=%(1ls /home/ec2-user/build/target/*.jar)
insta .
runtime-versions: - source: / echo "filename : $JARFILE" >> startsh.log
java: correttol7 destination: /home/ec2-user/build/
pre_build: CURRENT PID=$%(pgrep -f $JARFILE)
commands: ..
ermissions: " id : "
_ echo "Pre-build phase starting..." P . echo "currentpid : $CURRENT_PID" >> startsh.log
build: - object: / kill -9 $CURRENT PID 2>/dev/null
commands : pattern: "**" sleep 5
- echo "Build started on “date™™ owner: ec2-user
- ./mvnw clean install -D skipTests FOUD: ec2-user _ _
post build: group: nohup java -jar $JARFILE > /dev/null 2> /dev/null < /fdev/null &
commands:
- echo "Build completed on “date™" hooks:
AfterInstall:
artifacts: - location: start.sh
files:

_ timeout: 68
- target/webgoat-20623.9-SNAPSHOT. jar

- appspec.yml runas: ec2-user

- start.sh
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CICD BlueGreen H{E 3

¢ EC IAHAE

codebuild-jw:661d740d-518b-48f5-a92f-a96224cf633a YESX | UENAE
UE M
Y Al ALE AL 2 ARN HEE A~ BT
a5 codepipeline/CodePipeline-jw2 [0 arm:aws:codebuild:ap-northeast-2:381491  b06306abc89bf76016fadee52482b92e6c57b
915575:build/codebuild-jw:661d740d-518b-4  9de
8f5-a92f-a96224cf633a
AlEE A2 E2 AN glc HS
10 14, 2024 11:25 2 F (UTC+9:00) 108 14, 2024 11:27 2% (UTC+9:00) 100
wezl A NF EE HaM A Hy LE MHF EE glar A RE
0|& S ER T el 7|12t AlZF Al ZH S8 A
SUBMITTED @ 43¢ - <1 sec 102 14, 2024 11:25 2 F (UTC+9:00) 102 14, 2024 11:25 2% (UTC+9:00)
QUEUED ® 43¢ - <1 sec 102 14, 2024 11:25 2% (UTC+9:00) 102 14, 2024 11:25 2% (UTC+9:00)
PROVISIONING ® 433 . 5 secs 10¥ 14, 2024 11:25 2F (UTC+9:00) 102 14, 2024 11:25 2% (UTC+9:00)
DOWNLOAD_SOURCE @ 43¢ - 3 secs 10E 14, 2024 11:25 2F (UTC+9:00) 10E 14, 2024 11:25 2% (UTC+9:00)
INSTALL @ 43 - <1 sec 102 14, 2024 11:25 2 F (UTC+9:00) 102 14, 2024 11:25 2 F (UTC+9:00)
PRE_BUILD ® dsd - <1 sec 102 14, 2024 11:25 2F (UTC+9:00) 102 14, 2024 11:25 2 F (UTC+9:00)
BUILD @ d3e - 90 secs 102 14, 2024 11:25 2F (UTC+9:00) 102 14, 2024 11:27 2% (UTC+9:00)
POST_BUILD @ 43 - <1 sec 102 14, 2024 11:27 2F (UTC+9:00) 102 14, 2024 11:27 2% (UTC+9:00)
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& I OlE|HE gol

-1

AmazonS3 > H{Zl > build-artifacts-jw » codebuild-jw

COdEbUild-jW e S3 URI 2 A} [ M ceze ] A = v

2 7H 2

AL X} S3 URI
9c878004c9ba17348f8bc952a2a657779df40bas84db412e557d56d321ebf73¢ s3://build-artifacts-jw/codebuild-jw

AWS 2| H .
OFA|OF EHE 2F(M 2) ap-northeast-2 % codebuild-jw.zip 0|5 o= 37| = 37

target target

2024.9. 25. am 4:16:22 AM KST m appspec.yml 167 272
B start.sh 194 289

codebuild-jw
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@ AWS Cloud

¢ VPC O}7|EIxX]

A

B0 .

Internet Gateway
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¢ VPCEAA ™
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VPC Mg ®#e 54

AWS e HIERI3

BlueGreen-jw

A EEI(47H)

O] VPC LH2| AMEul

ap-northeast-2a

O PublicSubnet1_jw

B PrivateSubnet1_jw

ap-northeast-2c

@ PublicSubnet2_jw

PrivateSubnet2_jw

BlueGreenRT_Public_jw
BlueGreenRT_Private2_jw

BlueGreenRT_Private1_jw

HEHZ AZ(37H)

ChE HIERIZM A

BlueGreen_IG_jw
BlueGreen_nat2_jw

BlueGreen_nat1_jw
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¢ =2 1E 4 Security Group_LB
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of gt WA

¢ IAM

IAM 3> EE 5 BlueGreenEC2Role

BlueGreenEC2Role ==

Allows EC2 instances to call AWS services on your behalf.
s

2 ARN
October 08, 2024, 03:01 (UTC+09:00)

|_|:| arn:aws:iam::381491915575:role/BlueGre

BlueGreenEC2Role

— = ==

0] armaws:iam::381491915575:instance-

enEC2Role profile/BlueGreenEC2Role
x| 23 E|CH MM X5 A2
- 1A1ZH
Azt MZ| A B2 Last Accessed MM FA
Het Y (1) us | (2 | A galo|d [2 A7 Ast £t v |
Z|CH 10702 22y BN S HEY = USLICL
ZE|E 71 R E
q 24 AH | ‘ Q= %ﬁé v | 1 @
O HY 0B [2 A | =% v | AZE AEE v
U ¥ AmazonEC2RoleforAWSCodeDeploy AWS Ee|g 6

BlueGreenCodeDeployServiceRole

1AM » ¥ » BlueGreenCodeDeployServiceRole_jw

BlueGreenCodeDeployServiceRole_jw ==

Allows CodeDeploy to call AWS services such as Auto Scaling on your behalf.

0t

WY

September 06, 2024, 15:59 (UTC+09:00)

OFxIet 2
Qo

@62

ARN
IO arn:aws:iam::381491915575:role/BlueGreenCodeDeployServiceRo
le_jw

£|Ch 41 X4 AlZH
1412

rx
ﬁ
pd

Last Accessed M|

et HY (2) ==

2|cH 10742) 22| BuS AFY 5 YaLich

I'l‘:'

| C H AEH oM [2 ‘ A7

[q 2444 Hes%zg vl 1 &
O ¥MoE[2 a | B¥ v | azs dEE v
[ ¥ AWSCodeDeployRole AWS #a|¥ 4

O [E BlueGreenPolicy_jw 2124 glgpel 0
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@ Auto Scaling Group 44

L'“E%I 3 Info

0| O Z2| 0| MOj A & 0f2] 718 HHS A8 4 20 EC2 Auto ScalingO] 012 H Y Z4oj
IAEAS FUSHH HAE 4 USLICH 7| Vet 7|2 MEUS w2 AlSsHs o Sty
VPC

Auto Scaling 1&2| 7t HERIE F2I5t= vecE MEiELICH

vpc-06c90836fbda77c4d (BlueGreen-jw)
10.0.0.0/16

vPC 4 [

2 Oa gl Meul

'a‘ﬂt*iP_} VPCO Al Auto Scaling 1 E0| AFR R & U= 718 Yt MBU S FO|BtL|CL

8 Y U MLyl M) vl | c

ap-northeast-2a | subnet- X
Oddce741b93403224

(PrivateSubnet1_jw)
10.0.2.0/24

ap-northeast-2c | subnet- X

0b98c7e84f46eacOe (PrivateSubnet2_jw)
10.0.3.0/24

MEY MM

[== =

J'E 3.7| Info
& A Qe x| 27| &8
75 a4 e

O =c|7[o]Me 71881 A5 FXIZ #
Auto Scaling Group &

C'}

AEEYLICL 188 H4% T =522 T = Auto Scaling2 AHE5H0 Za0| SHAH 28 3
el LT vepu & I 22|(GiB)= 22 QIAHA fdo2 FdE =8 2IAHA OF
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& CodeDeploy HiX E

A =5 > CodeDeploy » B{E > d-VMC8VLGR7?

d-VMC8VLGR7

H = AFEQ
1EHA
CHH PIAEA TZ2H| MY
100%
11702 T QIAEIA7 ZUNYE @ 42
20
CHA 2l~E 20 of S2|H| 0|4 Hx]
100%
1/1709] QIAHAZ AEOIEE @ ¥3
3CHA|
CHH cl~El~2 E|T C}A] 2t El
100%
A_}_.:_
45
HEAABHABRE
100%

1/1702] U= QAEAI ERE @) A2

S A NEOIM CHE QIABA MEZ 2 WM So|M E2j2 S ChAl 22
A2 BUEIRUCE XA 5] 20IE AL (2
ch |

HiZE B He

0/1712] #&2 A~ 1/1702] T A 2l

ol =

HiZ M| & E =

Oi=2l7olH
codedeploy-jw

TERE
CodeDeployDefault. AllAtOnce

Hi = 1D
d-WVMCBYLGR7

HiEZE 15

BlueGreen-jw

==
="T

CodeDeploy=

2|

|

HFA]O
o 11—

| HH

T
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@ CodePipeline &3

WebGoat / buildspecyml in main

Edit | Preview &3 Code 5% faster with GitHub Copilot

[ < B = T o T

186
11
12
13
14
15
16
17
18
19
28
21
22
23

version: 8.2

phases:
install:
runtime-versions:
java: correttol7
pre_build:
commands:

- echo "Pre-build phase starting....

build:
commands:
- echo "Build started on “date™™
- ./mvnw clean install -D skipTests
post build:
commands:

- echo "Build completed on “date™™

artifacts:
files:
- target/webgoat-2023.9-SNAPSHOT. jar
- appspec.yml

- start.sh

Cancel changes Commit changes...

Spaces = 4 = Nowrap #
mo|=apel ww AgE vy | 7B 87
Q
olE 52 AY A NPT | A A2 A B EERY
CodePipeline-jw I Source — c5b3elac [ Update
® =S Qrgs £2o87ac = TP a3 OO HEHE 57|

(F38:v2 |49 DC. QUEUED)

buildspec.yml
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& CodePipeline &3

HELX =5 > CodePipeline » IHO[Z2t2l » CodePipeline-jw

CodePipeline-jw

oo|Zatol §3: v2 A% 2C: QUEUED

® Source 4=

o] =219l A3 |D: 6d71672a-2594-414b-8eda-47825e0a1376

Source
GitHub(H{H 2) [4

@43 -1324H

f68f8133 4

IR L TR

feafe133 [4 Source: Update start.sh

ne
o

rel
gl

g@%ﬂ\\ﬂ%@@%m

|\ X3 o243}

@ Build 4=

0| = 2tl ¥ ID: 6d71672a-2594-414b-Beda-47825e0a1376

HF 3 27|

forfa133 [2 Source: Update start.sh

HE HEdal

@ Deploy 4=

0| =2t el H¥ ID: 6d71672a-2594-414b-Beda-47825e0a1376

HF EE2 27|

forfa133 B Source: Update start.sh

B9 A1zt
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HiZ AH|A(WebGoat) E&

EC2 > =C H#alM > BlueGreen-jw

BlueGreen-jw C |l =z
v JIREE
2c WaiM QY A VPC 2c WEM P T2 |E
of E2|#H o4 oo vpc-06c90836fbda77cdd [A IPvd
A =~8 9y 7tg 99 M E o)
Internet-facing ZWKZPGTI48KDX subnet-072d2b6f23290a481 [A ap- 20249 9@ 309, 20:50 (UTC+09:00)

northeast-2c (apne2-az3)

subnet-085736aae65141cd4 [4 ap- E E HEH E|_-I A-| D N S $_ —+— %Al- __?I:

northeast-2a (apne2-az1)

2C WaiM ARN DNS 0|2 g -E! EEI._?_X.'E A—lHlﬁ I|=-|I¢_ §I-OI

arn:aws:elasticloadbalancing:ap-northeast-2:381491915575:loadbalancer/app/BlueGreen-jw/ BlueGreen-jw-87223296.ap-northeast-2.elb.amazonaws.com (A 2| 3 E) —/ -
9b63f5d7d2758c4f

N (¥ m T Em wuegreen-w-or ccscze.dp-northeast-2.elb. amazonaws.com/WebGoat/login

Q‘Eg WEBGOAT

Username

Lsername

Password

Sign in
or register yourself as a new
user
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& GoldenImage M9

“BEotEl AAE AdE o= 7|& O|0fX| o

=BH[H|, oiZe|A|0| M, 2ot o], REE|E| S 5§38
O| = CHE MAH0 SEOH| HHEE + U= A Zst "HSE

| AWS Golden Image: https://docs.aws.amazon.com/managedservices/latest/appguide/ex-immute-gold-ami.html
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Golden ImageZE %%t Image Builder VS Packer & Ansible

& Image Builder

AMI MM

EC2 > AMI > ami-0417b6e3b9b22cca3

HiC FIOLE X AE HADULE X
=— |:|E —— le- E." |:|E —— _|_7|' ami-0417b6e3b9b22cca30i Lt 0|0|X| QoF

A~ ! [2 EC2 Image Builder || ¢l v
T4 84(7d 248 2I/0IIE BO M =M HYF) P 25 =E
- ;
T8 24(Fd 245 21/012HE E0{M =X HF) QP 25 = AMI'ID o|o|x| 7
. amazon-corretto-17-jdk 4 At: Amazon % |E[ ami-0417b6e3b9b22cca3 machine
1 ? X a3l =
p HTE B3 SM . inspector-test-linux Ak Amazon % ooz 45 K £ Cjupo|2 S
—_— = AT 3
. aws-codedeploy-agent-linux A4 F % Amazon % > BT Eel &5 Linux/UNIX EBS
T p HT B M
v 2= of2tolg AM| 0|2 AQXAIH ID
v 2= Ol I ys2 2024-10-05T18-15-16.7769092 I 381491915575
A 4 82 TR210jEE Y4 G A E ZH0]0] AWS CloudTrailt] A 78 22 o2t0EH e A Y2 E g0|0 AWS CloudTraild| WEIETY Mg =Y
SHELCH 22 Y2 E XESHE O AWS Secrets E?:;'E |—| E} E?_I‘ %E% I-I :E,*E}‘— E" AWS Secrets 3(86_64 Runinstances
Manager [A LE= AWS Systems Manager Parameter Manager [? EE= AWS Systems Manager Parameter
Store [3 AHSSHAIE Ha AT EELICL 2A = He AxiC 2 S E C|Hio|A 0|2 AEN
2 Store [A AtE3IA|= AdE AEEHLULCL = = =
IO /dev/xvda ® A2 7ts
o2tolg  HY =g HEBE & it
olg metoje A od CECE 2t gl Ttatet 9
SetAgen  (Optional) If string - - V=S o hvim
tDisable  setto "yes", S
- i 2 Working File path for string i} 381491915575/ys2 2024-10-05T18-15-
o o st - o 16.776909Z
agent is set to download .__|_=1 A
disabled. : = HE QC AE O]
A e HE D
O -

e amazon-corretto-17-jdk
e aws-codedeploy-agent-linux

e inspector-test-linux

Sun Oct 06 2024 03:22:57 GMT+0900 (5t=
EZA)
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& Packer & Ansible

(AWS CLI)

1.packer & ansible %]

2 Packer.hcl A1 A
3.Ansible C[HIEZ| 21X E ErH X9
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I

. Golden Image

& Packer & Ansible

(AWS CLI)
1.packer & ansible &X|

2 Packer.hcl A4
3.Ansible C|HEZ| 2XZ =H

packer |

23t Image Builder VS Packer & Ansible

reguired plugins {

amazon = |

source

version

ansible = {

source

version

rsfe)
o

source "amazon-ebs

ami_name
instance type
region

vpc_id
subnet id

ssh_username

security group_ids

ami_users

"github.com/hashicorp/amazon”
IIN> .1II

"github.com/hashicorp/ansible"
IIN}- .1II

amazon-linux" {

= "packer-zs"

= "t3.medium”

= "ap-northeast-2"

= "vpc-06c90836fbda77c4d"

= "subnet-085736aae65141cd4”
"ec2-user”
["5g-010282d370f05952" ]

= ["381491915575"]

associate public _ip address = true

source _ami_filter {

filters = |
name = "amzn2-ami-hvm-*-x86_64-gp2"
root-device-type = "ehs™
virtualization-type = "hvm"

most _recent = true

owners = ["137112412989"] # Amazon =2 | E

build {
name = "packerandansible-zs™
sources = |

"source.amazon-ebs.amazon-linux"

provisioner "ansible" {

playbook file = "./playbook.yml™
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: Golden ImageE ?I¢t Image Builder VS Packer & Ansible

¢ Packer & Ansible

(AWS CLI)

1.packer & ansible &X|
2.Packer.hcl MM

3.Ansible C|HEZ| X2

3] Mol

packer tutorial/

— playbook.yml

—— roles/

—— code_agent/

I— tasks/

— javal7/

I— tasks/

L common/

— tasks/

L— main.yml

—— packer_zs.pkr.hcl

L — main.yml

L — main.yml

H OH O H O H H

#
#

#
#
#

- name: Provision Java 17 and

hosts: all
become: yes
roles:

- code_agent

- javal7

Packer 47 T (0|0IR M4 U LEE 25+ 47
A

=
Ansible Playbook (HHZH=E A|EGHH MB &2

Ansible YZH(roles)2E C|=&EC]

CodeDeploy HO|HE &x| < HE

20| el L&

# CodeDeploy H|O[FE x|

Java 17 x| 2td Hg

—_ -/ =

280 el L&

] A4 A R
= =4 &g g8

# Java 17 x| &= =2 Ak Ao

BE 4Y B 9 (2

20l g2l &g
== g (Th31A Sa|0|

Code Agent

=
—

= 2lAHAY HBE 4F)

— I —

Al 28 5) d2
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: Golden Image& /¢t Image Builder VS Packer & Ansible

¢ Packer & Ansible

AMI MM

EC2 » AMI > ami-0b330a7cbh27535688

ami-0b330a7cb275356880]| CHSt o|O| x| L2F

AMIID Ojo|x| 7& SUZT HFEER S E C|ofo|A 2
[[] ami-0b330a7ch27535688 machine Linux/UNIX EBS

AMI O|F 274 AE 1D O E{ X ME Y

[0 packer-zs 0] 381491915575 x86_64 Runlinstances

FE C[HO| A 0|5 S EH HE tedst 7 E
[0 /dev/xvda ® ME s [C] 381491915575/packer-zs hvm
FEHE el 07 A G AL ID

- - ] 2024-10-06T10:45:04.000Z -

23 HE 2= RAM C|A3 D AME SE AIZE
OFX|2E A|EH A2 SE r|djo|A SEFH2E=

Mon Oct 14 2024 02:34:23 0] /dev/xvda=snap-045d6b91 (=) Disabled

GMT+0900 (Th= HZA)

026b878bb:8:true:gp2
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Packer o

ANSIBLE

VS BN
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: Golden ImageE ?I¢t Image Builder VS Packer & Ansible

HashiCorp

@y VS N Packer

e Image Builder0f| H|3H H| WA HFE AMI -
o HAAEDIO[E RHY =

ANSIBLE
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: SAST 2M9| 7R

@ SAST 2Mo|zt?
SAST (Static Application Security Tools)

MM I 2MO2 AA REO| HOH A X

o JHE 7|0 FfH=S EA
e SQL injection, XSS, LHEEL S} Z2 T £F9| HOoF F ™ Aot
» =70l W2 Chokst T2 2y o] X|¢

® SASTEN L EFR

sonarqube | Checkmarx  VERACODE




| CodeQL vs. SonarQube

: CodeQLY} SonarQubel| MM Xl Hl &M X|H

olof X2l A =g

A

C/C++, C#, Go, Java, Kotlin, JavaScript, Python, Ruby,
TypeScript, Swift SonarQube0]| H|ol| ZjetEl 20{ x| 2

C, C++, C#, Go, Java, JavaScript, Python, Ruby, PHP,
HTML, CSS, XML &

ANZH 24

MlSotX| 255

S (&8 HT)

CHE Tqiete] &

E ol
=

GitHub Actions £g0l| (&3}, Jenkins, Azure DevOpstE K|

Hel B E CI/ICD 21t £ 7ts
DevOps &)

(Jenkins, GitLab, Azure

xQ 2%

T EN U HoF FOf

efo|MA H|E

22 HA
-G 2 HE| 7|52 E Pull Requestd]| s M 2M FHEE
L4 2= Pull Request Decoration
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¢ codeqgl_analysis.sh(& 3 E)

codeql_analysis.sh

GNU nano 6.2

codeql_setup.sh(EBdAEIEC) |

"\033[32m[+] Git clone\B33[Om"
"Enter git clone address: " repository_url

GNU nano 6.2 codeql_setup.sh

"\033[32m[+] codeQL Install & Setting\033[6m $@"
datetime=5(date +"%m%d-%H%M"
directory_name="%${datetime}_%$(basename " - ")-repo"

/Homeftéfgét;repéf
/home/codeql

target_directory="/home/codeql/target-repo/$directory_name"
"$target_directory"”

"\033[32m[+] Cloning into: $target_directory\@33[em"
git clone 1 "$repository_url” "$target_directory"
2]
"Git 220 H2IBSLCH. uRLE &ASIH 2.
1

/home/codeql

"\033[32m[+] Installing required packages (git, wget, unzip)\033[Em"
sudo apt update sudo apt git wget unzip

.-"./'ht;)mf-e.»"{:(Jdt.eq'l;.:"t:i::‘l;ieq'-L—r-:e[:.m«'lI
"\033[32m[+] Cloning CodeQL repository\@33[om"
git clone https://github.com/github/codeql /home/codeql/codeql-repo

"\@33[32m[+] Create database\B833[Em"

/home/codeql/codeql-cli/codeql database.create "$language"
(2]
"CodeQL HIO|E{ O] HH0 HE{R}SLCLCH."
1

"\033[33m[+] CodeQL repository already exists, skipping clone\@33[Om"

"\033[32m[+] CodeQL repository download complete\033[Om"

/home/codeql/codeql-cli/codeql database analyze "$target_directory/codeql-db"
c]
"CodeQL 40| 2ujFSLICt."
1

"/home/codeql/codeql-cli"
"\033[32m[+] Downloading and installing CodeQL CLI\©33[@m"
wget https://github.com/github/codeql-cli-binaries/releases/download/v2.19.1/codeqf
unzip codeql-linuxéd.zip
./codeql ./codeql-cli
-rf /home/codeql/codeql-1linux6k.zip

"\@33[32m[+] CodeQL analysis complete\833[&m"

clone_repository

"\033[33m[+] CodeQL CLI is already installed, skipping download\@33[@m"

clear

"\033[32m[+] codeQL Language Selection\B833[Gm"



| CodeQL vs.

rQube

: CodeQL2} SonarQubel| M2FN H{nE2MZ2 2ot HAE 1™

¢ CodeQlL

SARIF o<

A A T T Y T T Y " " . " . T " A R

41 SARIF Results X @ --
LOCATIONS (31 RULES 11 LOGS @1 Filter results Y ]
Line - Message

JWTRefreshEndpoint.java src/main/java/org/owasp/webgoat/lessons/jwt (3
JWTVotesEndpoint.java src/main/java/org/owasp/webgoat/lessons/jwt (3
ProfileZipSlip.java src/main/java/org/owasp/webgoat/lessons/pathtraversal (2

ProfileUploadBasejava src/main/java/org/owasp/webgoat/lessons/pathtraversal 2

SqlinjectionLesson6a.java src/main/java/org/owasp/webgoat/lessons/sqlinjection/advanced
SqllnjectionLesscnS.java src/main/java/org/owasp/webgoat/lessons/sqlinjection/introduction
TokenTestjava src/test/java/org/owasp/webgoat/lessons/jwt (&
CrossSiteScriptinglessonba.java src/main/java/org/owasp/webgoat/lessons/xss 2
HashingAssignmentjava src/main/java/org/owasp/webgoat/lessons/cryptography @
SSRFTask2java src/main/java/org/owasp/webgoat/lessons/ssrf {1

CommentsCache java src/main/java/org/owasp/webgoat/lessons/xxe {1

UserService .java src/mai n/java/org/owasp/webgoat/cor tainer/users 1

Assignment5.java src/main/java/org/owasp/webgoat/lessons/challenges/challenge5 @
JWTHeaderKIDEndpoint.java src/main/java/org/owasp/webgoat/lessons/jwt/claimmisuse {1
SqlinjectionChallenge.java src/main/java/org/owasp/webgoat/lessons/sglinjection/advanced
Sq!lnjectionLesson‘l{}_java Slc;’ma"1_.-ja\.-'a;’c-tg,-'o\.'uasp;wemgoat;’lessons_ﬁ'sqIianc.’_ism’int'oduc‘t!or
SqlinjectionLesson2.java src/main/java/org/owasp/webgoat/lessons/sqlinjection/introduction
SqlinjectionLesson3.java src/main/java/org/owasp/webgoat/lessons/sqlinjection/introduction
SqlinjectionLessond.java src/main/java/org/owasp/webgoat/lessons/sqlinjection/introduction
SqglinjectionLesson5,java src/main/java/org/owasp/webgoat/lessons/sqglinjection/introduction
SqlinjectionLesson5ajava src/main/java/org/owasp/webgoat/lessons/sqlinjection/introductior
SqlinjectionLessonSbjava src/main/java/org/owasp/webgoat/lessons/sqlinjection/introductior
SqlinjectionLesson9.java src/main/java/org/owasp/webgoat/lessons/sqlinjection/introduction
Serversjava src/main/java/org/owasp/webgoat/lessons/sqlinjection/mitigation @
WebSecurityConfig.java src/main/java/org/owasp/webgoat/container §
WebSecurityConfig.java src/main/java/org/owasp/webgoat/webwolf §
JWTLessonIntegrationTestjava src/it/java/org/owasp/webgoat (1

InsecureDeserializationTask java src/main/java/org/owasp/webgoat/lessons/deserialization {1
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sonarqube_setup.sh(8Zd{1=3E) sonarqube_analysis.sh(&3 2 L)

/home/codevuln/sonarquoe,
/home/codevuln/target-repo/

/home/codevuln/sonarqube

/home/codevuln/sonarqube ./token. txt
sudo wget https://binaries.sonarsource.com/Distribution/sonarqube/sonarqube-10
.Zip
sudo unzip sonarqube-10.1.1. .zip /home/codevuln/sonarqube/sonarscanner/bin/sonar-scanner
sudo /home/codevuln/sonarqube/sonarqube-10.1. 1. /home/codevuln/sonarqul -
e/sonarqube
sudo /home/codevuln/sonarqube/sonarqube

= - - i - o
sudo sonarqube-16.4.1. =L /home /codevuln/sonarqube/sonarscanner/jre/bin

sudo adduser sonar
sudo chown sonar:sonar /home/codevuln/sonarqube/sonarqube

directory_name

sudo sonar /home/codevuln/sonarqube/sonarqube/bin/linux-x86-6U/sonar.sh start
sudo sonar /home/codevuln/sonarqube/sonarqube/bin/linux-x86-6U/sonar.sh status

/home/codevuln/sonarqube

sudo wget https://binaries.sonarsource.com/Distribution/sonar-scanner—cli/sonaj
-scanner-cli-5.0.1.3006-linux.zip

sudo unzip sonar-scanner—-cli-5.0.1.3006-Llinux.zip

sudo /home/codevuln/sonarqube/sonar-scanner-5.0.1.3006-Linux /home/codevuln
sonarqube/sonarscanner

sudo /home/codevuln/sonarqube/sonarscanner

sudo sonar-scanner-cli-5.0.1.3006-1linux.zip

python3
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10
11
14
13
14
15
16
17
18
19
20
21
22
23

¢ SonarQube

A
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub
SonarQub

CSv mg

B
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08
2024-10-08

(E D
23:50:42 java:51192
23:50:42 java:S1192
23:50:42 java:S1192
23:50:42 java:S1192
23:50:42 java:S1192
23:50:42 java:51192
23:50:42 java:51192
23:50:42 java:S1192
23:50:42 java:S1192
23:50:42 java:51192
23:50:42 java:S1192
23:50:42 java:51192
23:50:42 java:51192
23:50:42 java:S$1192

E
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL

F
Define a
Define a
Define a
Define a
Define a
Define a
Define a
Define a
Define a
Define a
Define a
Define a
Define a

Define a

G

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/CSRFIntegrationTest.java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/CSRFIntegrationTest.java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/CSRFIntegrationTest.java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/CSRFIntegrationTest.java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/ChallengelntegrationTest java
c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/ChallengelntegrationTest java
c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/CryptolntegrationTest.java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/GeneralLessonlntegrationTest java
c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/IDORIntegrationTest.java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/IntegrationTest java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/IntegrationTest java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/IntegrationTest java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/IntegrationTest java

c WebGoat:target-repo/WebGoat/WebGoat-repo/src/it/java/org/owasp/webgoat/IntegrationTest java

119
139
139
212
24
53
54

52
59
60
61
63
106

20
20
42
15
20
24
20
20
20
23
23
22
20
20

119
139
139
212
24
53
54

52
59
60
61
63
106

32
29
59
25
32
40
32
32
32
33
33
29
32
36
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Severity (M2IE) 22 0~10 M2 & Critical, Major, Minor, Info & 4tHAZE 712
2N A9 A2 °f 5= °f 12 40%

= BRI $oH T4 oF 5071 2F 1007H

-XPath Injection

- XPath Injection - SSRF
EFX|El =Q |okx - SSRF -SQL I.njection
- SQL Injection -Zip Slip
- Zip Slip -S4+ A 0[Es

S5 2HE ALE
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®
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|S

¢ SonarQube

«

i

CodePipline Lambda SonarQube

secrets Manager
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x| MHESE SonarQubeE CodePipelined| E¢tot Ats53t 194

|S

¢ SonarQube

RunCommand?
1) == — (i
e Run command
CodePipline Lambda sonarQube

Y
Ny

{ @)

N\

Secrets Manager
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¢ SonarQube

sonarqube\\\

SonarQube A X|
o 9 St I 7| X| AX|
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¢ SonarQube

SonarQubeZE CodePipelinedl| S

T CodePipeli

EEREL

] — 5
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EO
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AtSe 7o

Token2 Secrets ManagerOf| X%}

AWS Secrets Manager » HE2t 8% » SonarQube_token_WebGoat_INFINITE

SonarQube_token_WebGoat_INFINITE

SonarQube AHOI| 5610 User Token Typel| EZ M

3
sonarqube

A Administrator

Profile Security Motifications

Security

If you want to enforce security by not providing credentials of a real SonarQube user to run your code scan or to invoke web services, you can provide a User Token as a replacement of the user login. This
will increase the security of your installation by not letting your analysis user's password going through your netwark.

Generate Tokens

Projects lssues Rules

Projects

Name Type

WebGoat_INFINITE

User Token

Quality Profiles

Expires in

30 days

Quality Gates

Administration

Maore

Q

HOtts MIF HE

] 2ol s

i
0B

[0 aws/secretsmanager -

SHot 2ls 0|8

0] SonarQube_token_WebGoat_INFINITE

SOt 4% ARN
IO armaws:secretsmanager:ap-northeast-

2:381491915575:secret:SonarQube_token_WebGoat_INFINITE-
9PQMJa

A0t AT S el pIgrLIct

/2 | Y HAE

Hot gt 7| Hotote gt

SonarQube_token 0 squ_96eddc268db911c284b1a5c6FF2489225F0F 117



| SAST CodePipeline £¢&!

. X|& MASt SonarQubeZ CodePipelined|| Egfst AtSot 114

¢ SonarQube

Layer 37}

A

Lambda

e requests Layer £7}| - zip CIR 2 E BfAl
e sonar-scanner Layer 7} - zip CiR2=2 E &4l
o git Layer =7} - arn &4

-l
of¥
04
i

oIE AS HH

ok
w9
-
Mo

1 requests-layer-jw 1
2 sonar-scanner-ys 2

3 git-lambda2 8

i

Sz HEY
python3.12

python3.12

= 2 Ot7|H A

x86_64

x86_64
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¢ SonarQube

JAM gt MM

AWS CodePipeline0i| A £ A0 E= 85 E20E 7|5 AWS Secrets Managerdi| CHet 47| 81 M 7| Mot

{ IAM > EH ) SecretsManagerReadWrite

"Version™: "2812-18-17", < M ReadWri

{ Provides read/write access to AWS Secrets Manager via the AWS Management Console. Mote: this exludes |IAM actions, so combine

with |AMFullAccess if rotation configuration is required.

"Effect™: "Allow"™,

Actlon®: [ | B N5 e
codepipeline:PutJobFailureResult”,
"codepipeline:PutlobSuccessResult” o 4 A7 B A7 ARN
] : AWS 2t2|H April 05, 2018, 03:05 February 23, 2024, 03:12 [0 an:aws:iam::aws:policy/S
" Resource m, wgwn (UTC+09:00) (UTC+09:00) ecretsManagerReadWrite
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Secrets Manager0|A SonarQube EZ 7I{ 27|
Lambda

def get_sonar_token():
try:
# Secrets Manager0l|A| SonarQube EZ 7t 27|
secret_name = "SonarQube_token_WebGoat_INFINITE"
response = secrets_client.get_secret_value(Secretld=secret_name)
secret = json.loads(response['SecretString'])

token = secret.get('SonarQube_token')
if token is None:
raise ValueError("SonarQube_token' key not found in secret.”)
return token
except Exception as e:
print(f"Error retrieving token from Secrets Manager: {str(e)}")
return None
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SonarQube T2 M EJ} EXlol=X| &Qlst1l, SGIOMH A ZE MM

Lambda # T2HE Z7f of 20l
existing_projects_response = requests.get(f*{url}/api/projects/search", headers=headers)
if existing_projects_response.status_code == 200:
existing_projects = existing_projects_response.json().get('‘components’, [])
if any(project['key'] == project_name for project in existing_projects):
print(f"Project '{project_name}' already exists.")
return project_name
else:

# TRHETQOH M2 M

print(f"Project '{project_name}' does not exist. Creating new project...")
data = {

"name": project_name,

"project”: project_name,

"visibility": "private"

}

create_response = requests.post(f*{url}/api/projects/create", headers=headers, data=data)
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Lambda
GitHub 2| EZX|EZ| 2=

# GitHubO| A WebGoat 2| EZX|E2| 2=
git_url = "https://github.com/J1vvoo/WebGoat.git"

subprocess.run(["git", "clone”, git_url, webgoat_directory], check=True)
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Lambda SonarScanner® SonarQube 241 Al<H

MEZZHA BF

# SonarScanner &3t
subprocess.fun(command, env=env, check=True)

print("SonarScanner has finished scanning.”)
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-I_g_ EE Al A7 .I_%
Lambda CodePipeline Ao 22}
def lambda handler(event context):
# CodePipeline Ao Z1} M&
if 'CodePipeline.job' in event:
codepipeline = boto3.client('codepipeline’)

codepipeline.put_job_failure_result(
jobld=event['CodePipeline.job'|['id"],
failureDetails={'message’: str(e), 'type': 'JobFailed'}

)
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v WebGoat_INFINITE PRIVATE

Last analysis: 2 minutes ago - 47k Lines of Code - Java, JavaScript, ..

A0 B 271 A 2.2k E 0.0%
Security Reliability Maintainability Hotspots Reviewed

MZ2 Z2HE 242 HHY B

v WebGoat_INFINITE2 PRIVATE

Last analysis: 2 minutes ago - 47k Lines of Code - Java, JavaScript, ...

A0 B 271 Ay 2.2k E 0.0%
Security Reliability Maintainability Hotspots Reviewed

O 0.0%

Coverage

O 0.0%

Coverage

AST CodePipeline

AtS= 7o

s 56%

Duplications

e 56%

Duplications

v Passed

M X|dSH
-1 L- O
v Passed
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SonarQubadi|A| M Z1

Projects Issues

sonarqube

Goat_INFINITE 1 main 7

Overview  Issues Security Hotspots

Quality Gate Status 2

v Passed

¢o
J

<,

Enjoy your sparkling clean code!

Rules

Measures

Quality Profiles

Quality Gates

Code Activity

Measures
New Code  Overall Code
Security
U 8] issues
OH oM

Accepted issues

0

Duplications

5.6%

on B4K New Lines

ACTIVITY

Administration

A

More

Q

Reliability

271 Open issues

13H

*,

7EM

SonarQubeE CodePipelined| E¢tot

8oL

Coverage

0.0%

On 15k new Lir

Security Hotspots

88

Project Settings ~ Project Information

Last analysis 2 minutes ago

Maintainability

2.2k Open issues A

1.5k H S41 M 219 L

il
EO
o H

AtS=h 19

b yGoat_INFIMITE I main ~
verview Issues Security Hotspots
Filters Clear All Filters

Issues in new code

« Clean Code Attribute

Consistency 26
Intentionality 1.2k
Adaptability 258

~ Software Quality

0
Reliability 13
Maintainability 1.5k
~ Severity ? 1 %
© High 1.5k
© Medium 719
Q Low 208

-

Measures

Code

Activity

Project Settings ~

i b 1,468 issues

Project Information

23d effort

Define a constant instead of duplicating this literal "JSESSIONID" 4 times.

]

Maintair

Opean Not assigned

Adaptability

design +

Qpen~

Not assigned

Define a constant instead of duplicating this literal “<|DOCTYPE html=<html><body> <form action=\"WEBGOATURL\" method=\"POST\"> "3

times.
Maintain v O
Open~  Not assigned ~

Define a constant instead of duplicating this literal *</form> </body></html>" 3 times.

Consistency

convention  +

Adaptability

design  +

Adaptability
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’ S nyk ] Snyk AWS CodePipeline Config - Chrome =] 0O X

o

25 ap-northeast-2.aws.snykapps.io/config
Snyk organization

Jw ¥

Vulnerability handling

[ Block deployment when Snyk finds an error

Block deployment for vulnerabilities with a minimum severity of:

Low v

Monitoring behavior on build

Always monitor v

Project to monitor

sy

Auto detect all projects in working directory

Show advanced options

Cancel Continue
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IH O -
T HEEst S
o sca 9!= OtE|HE
JSE o 1 el EH -'-
0] &H20) ClEE OE|H E S LEiTHL|CF I|'A D| 20 EM,HE r_.

OO =2 =8 |D: 26887 5cf-57 29-41Ba-aB36-FaAdadcbedd

SourceArtifact

Sk
Sk [A

®Es-1327

HE W 97|

100&F OS5}

cSbislac [ Source: Update budldspecyml

@ Z2XE Ast e 4EHo2 e,

HE HEHEE

© Build == BTN

HHO| Z2H31 438 |D: 26a875¢f-5729-4183-3B36-FoBdadcEedd
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® Snyk

Targets 2 Q

> @1 Snyk 13?m24m1

> 03 Jlvvoo/WebGoat T ¢ severiTy 63 of 63 issues Sort by highest priority score v
[ ] Critical 1
- - Remote
Ready to import anott -
y o L] High > m com.thuughtworks.xstream:xstreamg}?::utmn ¢ SCORE
Secure your entire stacky [ Medium 24 (RCE) 854

VULNERABILITY | ves

[] Low 1

Add projects v

v PRIORITY SCORE

Introduced through com. thoughtworks xstream:xstream@1.4.5
Scpwed hefween (- 1K Fixed in com thoughtworks xstream:xstream@1.4.18
r:} (‘\
~ J Exploit maturity
v "FIXED IN" AVAILABLE Show more detail v
[] Yes 62 3 Learn about this type of vulnerability &

| W . -
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: Snyk2t Dependency-Tracke| A HWEMS @[t EHAE ¢

& Dependency-Track

=l |+

Amazon EC2 API Key9|' PrOjeC’[ ID c D x G E N

Step 1.

docker run --name cdxgen --network="host" -d --rm -t ghcr.io/cyclonedx/cdxgen -r /app --server --server-
host 0.0.0.0 --server-url <--Dependency-Track &2 F2---> --api-key "<--Dependency-TrackO0i| A AFE5}
10X} st= 252| API Key-->" --project-id "<--Dependency-Track0ll &1 2 ESt0X} St= TEHE 9| |D-->"


http://ghcr.io/cyclonedx/cdxgen
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& Dependency-Track

=l |+

Amaron =2 API Key} Project ID 2t 3
o CDXGEN

Step 1.

1] 1] §éELEOEAQOO
docker run --name cdxgen{--network="host"|-d IEHZ ALS 015 -SEerver --server-

Docker= ZIH[O[H LIRS W ERI L} 2 AE HER "
host 0.0.0.0 --server-url <--Dependency-Track — - .. " ackOl|M A6t

JEHEHLEE 2ZSIEE, XE EES MME0oF 2
OXF o= 252 API Key-->" --project-id "<--De| gx HE|O|L{ 2 &2t 2 9ICt. [watA] Z4E|0]L LK MEQ| ID-->"

HE®I 88 M= XHotx| g0, 2 F0fA
o0l B2t fIoll AFE St

alll

<2

o
r.‘F. 41

I


http://ghcr.io/cyclonedx/cdxgen
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& Dependency-Track

=l |+

Amazon EC2 API Key9|' PrOjeC’[ ID c D x G E N

Step 1.

docker run --name cdxgen --network="host" -d --rm -t ghcr.io/cyclonedx/cdxgen -r /app --server --server-

host 0.0.0.0|--server-url <--Dependency-Track &£ £24--->|--api-key "<--Dependency-Track| Al AE5}

10X}t st= 252| API Key-->" --project-id "<--Dependency-Track0l| &1 £ ESt0X} St= TEME Q| |D-->"


http://ghcr.io/cyclonedx/cdxgen
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® Dependency-Track

=l |+

Amazon EC2 API Key9|' PrOjeC’[ ID c D x G E N

Step 1.

docker run --name cdxgen --network="host" -d --rm -t ghcr.io/cyclonedx/cdxgen -r /app --server --server-

host 0.0.0.0 --server-url <--Dependency-Track &£ £24---5 --api-key "<--Dependency-Track| Al AE5}
11X} 8H= IE29| API Key-->"}-project-id "<--Dependency-Track0l| Y 2 ESt 11X} h= TZ2HME 9| |D-->"


http://ghcr.io/cyclonedx/cdxgen
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& Dependency-Track

= |+

Amazon EC2 API Key9|' PrOjeC’[ ID c D x G E N

Step 1.

docker run --name cdxgen --network="host" -d --rm -t ghcr.io/cyclonedx/cdxgen -r /app --server --server-
host 0.0.0.0 --server-url <--Dependency-Track &2 £24---> --api-key "<--Dependency-TrackOi| A AFE5}
10X} st= 252| API Key-->"|--project-id "<--Dependency-Track0l| &1 £ ESt0X} St= TEHE Q| |D-->"



http://ghcr.io/cyclonedx/cdxgen
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& Dependency-Track

+

API Key2l Project ID 2t &= CDXGEN

Step 2.

curl "http://localhost:9090/sbom?
url=https://github.com/J1vvoo/WebGoat.git&multiProject=true&type=java"
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& Dependency-Track

+

APl Key2l Project ID 2t &= CDXGEN

Step 2.

curl 'Thttp://localhost:9090/sbom|:

url=https://github.com/J1vvoo/WebGoat.git&multiProject=true&type=java"
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& Dependency-Track

+

APl Key2l Project ID 2t &= CDXGEN

Step 2.

curl "http://localhost:9090/sbom?

urlghttps://github.com/J1vvoo/WebGoat.gitgmultiProject=true&type=java"
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® Dependency-Track

. Jlvwwoo/WebGoat ¥ v1 |LATEST VERSION @ @ 24

|#” Overview

Project Vulnerabilities
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[ =]
=]
=]
=]

& Components | 257 0 1 IED 76

[
4
[
b4
Q
i
1

+ Add Component ‘ ‘ == Remove Component ‘ ‘ . Upload BON ‘ ‘ <. Download BOM ~ ‘ & Download Components ~

Search

@ Component § Version § Group ¥ Internal License Risk Score § Vulnerabilities

B  HdrHistogram i 2112 A  orghdrhistogram CC0-1.0 0 . o]
B HikariCP sta 501 A comzaxxer Apache-2.0 0 . o]
B latencyUtils s 203 v  orglatencyutils CC0-1.0 0 o]
. accessors-smart ia 2411 A netminidev Apache-2.0 0 . o ]
| action-commit-push i v092 v devops-infra 0 “
B action-gh-release e Vvl A  softprops 0 . o]
B action-pull-request sa  v055 v  devops-infra 0 . o ]
. android-json & 0.0.20131108.vaadini v  com.vaadin.external.google Apache-2.0 0 o]
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® Dependency-Track

257 0 1 = Audit Vulnerabilities |76 | |76 76 o) (o] (o]0
o= Apply VEX ‘ ‘ . Export VEX ‘ ‘ < Export VDR ‘ ‘ < Reanalyze . X Search S —
Component § Version § Group § Vulnerability § Severity “ Analyzer § Attributed On ¥ Analysis § Suppressed ¥
snakeyam| 133 A orgyaml CVE-2022-1471 . Critical 0SS Index 23 Oct 2024 -
xstream aa 145 A  com.thoughtworks.xstream CVE-2013-7285 . Critical 23 Oct 2024 -
xstream 145 A  com.thoughtworks.xstream CVE-2021-21342 . Critical 23 Oct 2024 -
xstream s 145 A  com.thoughtworks.xstream CVE-2021-21344 . Critical 0SS Index (£ 23 Oct 2024 -
xstream aa 145 A  com.thoughtworks.xstream CVE-2021-21345 . Critical 0SS Index & 23 Oct 2024 -
xstream 145 A  com.thoughtworks.xstream CVE-2021-21346 . Critical 23 Oct 2024 -
xstream i 145 A  com.thoughtworks.xstream CVE-2021-21347 . Critical 23 Oct 2024 -
xstream s 145 A  com.thoughtworks.xstream CVE-2021-21350 . Critical 0SS Index & 23 Oct 2024 =
xstream s 145 A  com.thoughtworks.xstream CVE-2021-21351 . Critical 0SS Index & 23 Oct 2024 -
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® Dependency-Track

"?; Home / Dashboard

76 1 30 383

Portfolio Vulnerabilities Projects at Risk Vulnerable Components Inherited Risk Score

SN T~

Portfolio Vulnerabilities

5
Lo

e \/

9 (11.8%) 22 (28.9%) 21 (27.6%) 0 (0%) 24 (31.6%)
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® Dependency-Track

Home / Vulnerability Audit

U Vulnerabilities By Occurrence

Filters | Clearall |

i
4

~
L

Projects
Vulnerability * Title § Severity § Analyzer § Published § CWE CVSSv2 § CVSSv3 § ProjectName § Component § Version § Analysis

@ Show inactive projects

- Y C\VE- - HMwoo/WebhGoat
Analysis Status ng . 16 May 2019 ;:;VE 75 98 (VOOTTIERROSE ystream 145 A -
@ Show suppressed findings =thi '
= Severi Wl C\/E- CWE- J1vwwoo/WebGoat
Y - 19 Jan 2018 E 6.1 PWOOTTTEDR0E s query & 214 A -
. Cl’itica| 20159251 ?9 '
@ High
' el C\/E- i CWE- J1vvoo/WebGoat .
: ’E"Ed'um d R - B o 0SS Inde 19Jan2018 = © 50 75 IWOO/IVEDRO3L - query L 214 A -
ow 2016-10707 .
@ Unassigned
rwn CVE- CWE- J1vwwoo/WebGoat .
Analysis State T - 17 May 2016 o 5.0 75 xstream a 145 A -
. Not Set
@ Exploitable wo (A CWE- J1woo/WebGoat  undertow- &
- . 23 Aug 2017 5.0 5.3 ronTERRes i =
®n Triage 2016-6311 200 core 2.3.10.Final
@ Resolved
@ ralse Positive L~
vl (\/E- CWE- J1woo/WebGoat
@ Not Affected ?133 . 16 Mar 2017 43 6.1 YTEPROT T queny-ui & 1104 A -

Vendor Response
[ - Y | I (TWE- Tvnornm MM e Aat
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| Snyk vs. Dependency-Track

Severity (M2 k) 25 Critical, High, Medium, Low & 4ttA= 12 Critical, High, Medium, Low, Unassigned = 5THA|2 712
BM AQ AZH °F 2& 30% 31=%
5 Xl E F 2 = 6371 7671
e CVSS B2 tlAE 7|2 E[ZEF Mg, e SBOMRZE F=EI Components2| HE, &, 20| M
21 F|2FEO| 01“1 —_rl R*Oﬂﬁ HAM=X =8 7t A, O|EE e 5 Chot MEE =olg = US
o FHO| B X|E =, 0|F X3 =8d = A= PR o EfX|E jcIC’”‘“’l St M =4 Z1t0f Chet 2F

M= 7l

(Pull Request) 7|5 X|l& OE Iﬂl'l"*':' =
o F UM CHAH @M% B, =8 It

A=k, JH (FIFE HE 6HF) Ss= M

o Dependency—TrackOH A=

—
CHe TA CHAIEE, 7 =5 S MS




Z} =0 A
& Snyk

1.com.thoughtworks.xstream:xstream®} 2 =l F[f X
CVE-2021-39144 2| 1774

2.i0.undertow:undertow-core®t & =l F|2FX CVE-
2024-27316 2| 174

3.CVE-2023-6481

4.CVE-2023-6481

5.CVE-2024-22259
web

O BX|EE FoH

(Z 227H)

ch.qos.logback:logback-classic
ch.qgos.logback:logback-core
org.springframework:spring-

| Snyk vs. Dependency-Track

. SnykZt Dependency-Track2| MZFHQl H|w 2M X| &

]

(CVE %24 71%)

® Dependency-Track (= 3371)

1.CVE-2016-10707 2| 187
2 dot= F
2.CVE-2024-22233
3.CVE-2023-24998
4.CVE-2016-6311
5.CVE-2024-5971
6.CVE-2023-51074
7.CVE-2023-41329
8.CVE-2024-31033

jquery, jquery-uioi|A]

spring-core

commons-fileupload
undertow-core
undertow-core

json-path

wiremock

jjwt (io.jsonwebtoken)

9.CVE-2024-6484  bootstrap (org.webjars)
10.CVE-2024-31573  xmlunit-core (org.xmlunit)
11.CVE-2024-8184 2| 47}  jetty (org.eclipse.jetty)
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2t E0MT HHE O BHX|E|S FIOFY  (CVE H%E IIF)

¢ Snyk & Dependency-Track

]

o« EX 2j0|HZZ|2t ME HEHEO| Lo Ct2 X « SBOMZ 7|Eto = TAN| S&5M EE2[E 2AM510], 2H
O| EIX|&|H, 2fO|EEE2|E = 70| A= 20| 7ts Ar8dt= 2to|E2{2| &Pt OfL|2} 5% 2| =H 0 A 2
o XIF AIBEE QLELA 210|EHe| 2|2 ZILUSHA| ASEH otz FLEMX| EfX| 7ts
Of, 7HE X} 2tZ0f| A Elieh -~ U= Bt ZH|ZE HAIZE o BE 78 QAE BEAMSIEE FEIE[AL H 2
o= X5t U3 7t KX g2 efo|HEE| =M =~ UZ
o Ats2tEl F U™ +=F 1 HAIZE B2 7[50| Z=5HH, o = LY AHRLIE] U QEAA ZH0|EHE|0A &
JHEUXE Sao Hot #e| == A E Mste F AN 2 B X|SH= SnykOl| H|SH CFFoE A A0
e GitHub, npm, Maven Central S CHE QEAA MEHA M F U™ 2 (ex. Jetty AH)
ete| E&fE Sl mi7|X[of Ciet F|4HE S t=AH| X o MH = 2t0|E22|L} ZIP™o= ZehE 4
M 2o FSE2 O & B = B0 A=
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VS dependency

snyk

e SBOM 7|t 2|2 ATEQ0 M QA

= HAXMCS=

o =M E2| M EMOZ 512 o|=Mj|A eEH= |

o /10

OFMNIX| ZRHOE BN It
. TR £|OF T|O|E A0t E3E|0f, 3]

O|E|= W2 A| vt 22| 7ts
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® Dependency-Track

Lambda Run comman d Depedency-Track
CDXGEN
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x| MHt Dependency-Track2 CodePipelinedl| Egst XSt 714

& Dependency-Track

]

Amazon EC2 API Key@t Project ID 2t %
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® Dependency-Track
API| Key

Automation ‘AUtOmation,olal'i Ol%% 7|' |_|
Team MM = APl KeyE 2323

Team Name

Automation

API Keys

odt fWjDpGFts])pFQdWNbQEXEFqQuvagxtf2

-JL_"T.IF




| SCA CodePipeline
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® Dependency-Track
APl Key
SBOM Y=E, T=HE MM FHH =0l 5= foh XAt Mottt 2
Permissions 1. BOM UPLOAD: CycloneDX SBOM% EEQ + OII_ 7“3; I‘”C_':,
B0M_UPLOAD 2. PORTFOLIO_MANAGEMENT: ZEZ2|Q0i| A H|0O|E{ A, 4K gl
AHE 58
g 3.PROJECT_CREATION_UPLOAD: BOM EE= A7H Q2= A| AEH
PROJECT CREATION UPLOAD Moz T2MEZS MMS +~ = 7|52 Ma (EMSHX| b= ER)
VIEW PORTFOLIO 4.VIEW_PORTFOLIO: Z=HE, ¢ 24 8l 20[dA EEZE|RS
) 22 A= 7|52 M
e 5.VIEW_VULNERABILITY: Z2®E0|| Fgg O/X|= FAHE =
VULNERABILITY ANALYSIS [NE= 712 Ml
6.VULNERABILITY_ANALYSIS: #2d™0| ciet 24 2H2 U +=

VULNERABILITY_ MANAGEMENT

=72

M-S
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® Dependency-Track

Project uuid
A2t 5t TEME 9| ‘View details’ B2 Edl 291 7ts

Version

Description

v Active

Object Identifier

Afaf79bd-8a39-494e-a50e-1d171904c374
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&® Dependency-Track
1' {
{:} 2 “SChEHQFETEiDn“: "2.2",
3 "description”™: "SCA cdxgen to dependency-track”,

4~ “parameters”: {

5w "dependencytracktoken”: {

6 “type”: "String”,

7 “description™: "dependencytrack authentication token”
8 b

g - “projectid”: {

18 "type”: "String”,

11 “description”: "dependencytrack project_id”
12 I

13 ~ “repo”: {

14 "type”: "String”,

15 “"description™: "source repo”

16 }

17 ¥

Run command 7|2 A™& 1 At2e oi2t0|E{=0| CHot HQ



M

—

18 ~
19 -

28
21

22~
23 -

24
25
26
27
28
29
3e
31
32
33
34
35
36
37
38
39
49
41
42
43
44
45
46
47

oS
o

CodePipeline £&

I Dependency-Track= CodePipelined| £Eget At53t 71

& Dependency-Track
=

"mainSteps”: [

"action”: "aws:runShellScript”,
"name”: "run_cdxgen_ server”,
"inputs": {
"runCommand™: [
"#!/bin/bash™,
"URL=""http://localhost:8881"" o ==
"echo $I_JHLI':’}J ' SBOME (I)zl-IEECéI- A-||:I-| URL AE-lgl

"apikey=""{{dependencytracktoken}}\"",

"repo=""https://github.com/{{repol}}.git\"", apl key, prOJeCt |d§ AE-lg

"echo $repo”,

"if [ -z \"%apikey’\” ]; then echo ‘\api key is missing\"; exit 1; fi”,
"docker stop cdxgen 2>/dev/null”,

"docker run --name cdxgen --network=\"host‘\"” -d --rm -t ghcr.io/cyclonedx/cdxgen -r fapp --server
--server-host 8.0.9.8 --server-url 3URL --api-key %apikey --project-id $projectid”,

"csleep 57,
"curl http://localhost:9898/sbom?url=%repofmultiProject=trueitype=java",

"echo “\"cdxgen complete.}\""

]

NS A  E A AWS Systems Manager If2(0|EHZ {2 42



- 7C|ZF_
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CodePipeline £&

I Dependency-Track= CodePipelined| £Eget At53t 71

& Dependency-Track
=

18 ~
19 -
28
21
22~
23 -
24
25
26
27
28
29
3e
31
32
33
34
35
36
37
38
39
49
41
42
43
44
45
46
47

{

"mainSteps”: [

"action”: "aws:runShellScript”,
"name”: "run_cdxgen_ server”,
"inputs": {

"runCommand™: [
"#!/bin/bash”,

"URL=%"http://localhost:8881\"",
"echo $URL",

"apikey=\"{{dependencytracktoken}}\"",
"projectid="\"{{projectid}}\"",
"echo $projectid”,

"repo=""https://github.com/{{repo}}.git\"",
"echo $repo”,

API 7| i*o_l & Al
ZAH|O|H7t U2 B

"docker run --name cdxgen --network=\"host‘\” -d --rm -t ghcr.io/cyclonedx/cdxgen -r fapp --server
--server-host 8.0.9.8 --server-url 3URL --api-key %apikey --project-id $projectid”,

"if [ -z \V%apikey\" ]; then echo ‘Tapi key is missing\"; exit 1; fi",
"docker stop cdxgen 2>/dev/null”,

“sleep 57,

| "curl http://localhost:9898/sbom?url=%repod&multiProject=true&type=java", | SBOM AH '| 9%;'

"echo ““cdxgen complete.\”

~N

S 2l cdxgen
=X

Cdxgen Z1H| 0] L

AlS
=



SCA CodePipeline

- 7tLZE
. 1l O

& Dependency-Track

N

MES

- O L—

(= s B I = T I

el e el T el e e
O 0N TN R W N R ®

import
import
import
import
import
import

# Lambda == ZH A| 'Loading function' OA|A] &=
print( 'Loading function’)

# AWS CodePipeline EZH)|HE ZHF| 24
code pipeline = boto3.client( ' codepipeline’)

# AWS SSM (System Manager) =2t0|HE
boto3.client('ssm")

55M =

# =h4

I Dependency-TrackS CodePipelinedl| S

json
urllib.request
urllib.parse
boto3
traceback

05

MM APT 2|2 URL EE =20

7|
dependencytrack

dependencytrack_apikey

dependency track apikey = os.getenv("dependencytrack apikey™)

dependency track = os.getenv("dependencytrack™)

ZF
HA

http://43.203.179.103:8081

odt_fWjDpGFtsjpFQdWNbQEXEFqQuv8qxtf2
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& Dependency-Track

34 # ZZHE YuIdE JHH 2o 24
& 35 def get projects(repo):

36 # Dependency-Track EZEZHME %35 API === F{TF URL M4

37 url = f"{dependency track}/api/vl/project/lookup?name={repo}&version=v1"

38 print(url)

39

4@ # API =& A& (HTTP GET =2HE)

41 req = urllib.request.Request(url)

42 req.add header("X-Api-Key", dependency track apikey)

43

44 try: i mee e 2a Repository HOZ £l TZHE 7}
45 # API ==0 HEME AY 4T L e
46 with urllib.request.urlopen(req) as res: DependenCY'TraCko'” ﬂ:xl %.I'On_l
A7 res = urllib.request.urlopen(req)

48 data = res.read() # =Y C[0[E 22

49 data = data.decode('utf8"').replace(™'", '"") # O|0|E{Z Json HA2=Z HE}

50 data = json.loads(data)

51 return data['uuid'] # =Z=JE= yuip BE=Ef

53 ] ZEMEI} Q2 A2 W HAK B3 5 M ZRIE My o HE_E!E? “*ijéf

54 print(e) create_project() &+ @ =30

55 print('need to create project’) AH ]IEE!E JkoHchl

56 return create project(repo)
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® Dependency-Track

# TETHEE ddot= &=

def create project(repo):

# Z2HE A4 ap1 === AT R E H0IH 23
url = f"{dependency track}/api/vl/project"”

data = {
n n
name": repo,
"version": "wv1",
"parent”: {

b

"classifier": "APPLICATION", # Z=ZHE FI 4H
"tags": [], # B2 & (53)

"active"™: True, # Zaz} &R

"isLatest": True # E[{ HE=2=Z &4

"uuid": "839f8255-f4c9-4f42-3e43-552c63dchRT4A" # A E Z=ZHE gyp &€H

# JSoN CI0|H E HI0|EZ 213E = 23 dd (HTTP PUT 23)

data = json.dumps(data).encode('utf-8")

req = urllib.request.Request(url, data=data, method="PUT")

req.add header("Content-Type", 'application/json')
req.add header("X-Api-Key", dependency track_apikey)

# API ZTESIH ZZHE Wd = vuip Pt

with urllib.request.urlopen(req) as res:
res = res.read().decode('utf-8").replace(""'", '"")
res = json.loads(res)

return res['uuid’]

M Z2HE A
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& Dependency-Track

87 # ssmE =off 52 ULAHA0AM sca =4 7
& 88 def analyze(projectid, repo):

89 res = ssm.send command(

90 DocumentName="sca-cdxgen-bs" SCa _E_A—-!% ‘CI)'l-é-H I—|I-Ao_|_6|__|- run Command _E_A-l Ol% §9|
91 Targets=|

92 {

93 "Key"™: "Instancelds",

94 "WValues™: g e

95 "i—EFdiche?FE}?dSiBl” # == T ec2 2AEHA ID sca =45 +dY Hd AAHL IF
96 ]

97 }

98 ],

99 TimeoutSeconds=60a, # HI = HEH AlZF (F)

100 MaxConcurrency='58"', # [ A 2 =

181 MaxErrors='0', # S|EIl= =0 2F T

182 DocumentVersion="4"', # HE FA H &

183 Parameters={ # ZZH HZ= I}zr0|H

164 "dependencytracktoken™: | -

185 dependency_track _apikey run Command ECI):|EO:|O-” I'—L_éI-OEI- ]Il-El-DlE-l Aé'@
106 1,

187 "projectid": [

108 projectid

109 1,

118 "repo™: |

111 repo
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& Dependency-Track

120 def lambda handler(event, context):

x 121 try;

0 122 # O|HENM Job IDE =& N
123 print (event) O|HIE Q| Job IDE Edl| CodePipelinel| ME MHE X3
124 job_id = event['CodePipeline.job']["1d"]

125

126 # CodePipeline®lsd {2 Job IDZE MlF B2 =F|

127 res = code pipeline.get job details(

128 jobId=job _id

129 )

138

131 print(res)

132

133 # L0l =22l OIS E =2 CodePipe”nte MHEH Xx=
134 pipeline = res['jobDetails']['data’ ][ 'pipelineContext’' ][ 'pipelinelame’ ]

135 print(res['jobDetails']['data']['pipelineContext'][ 'pipelineName’])

136

137 # W0l Z242l M= 22 5

138 res = code pipeline.get pipeline(

139 name=pipeline

140 )

141 print(res)

142

143 # REA-2F HHE HE =&

144 repo = res[ ' 'pipeline'][ 'stages'][@][ " 'actions'][@][ 'configuration'][ 'FullRepositoryId"]
145 branch = res[ 'pipeline']['stages'][@][ "actions'][@][ 'configuration'][ 'BranchName"' ]




SCA CodePipeline £¢&!

. X|F M™St Dependency-TrackS CodePipelinedl| S¢ot X532t 74

& Dependency-Track

drS SOl ZEHES YEHE oot

ofl2] Ml

Lambda
H

Y ds et

Si 2= = oHo[ T 2tlof
s

147 print(repo)
& 148 print(branch)
149
150 # T2RHEE puIp T L= M get_projects()
151 project uuld = get projects(repo) SHCF T =2HAIEO Zt HIS
152 print(f"project uuid : {project uuid}") 1S ="E2 uuid g2
153
154 # SCA =4 2 |
155 analyze(project uuid, repo) ana yze()
156
157 except Exception as e:
158 # o2l A2l 2 flAIA 22 2 CodePipeline &Fg 214 &2
159 print( 'Function failed due to exception.')
168 print(e)
161 traceback.print exc()
162 put_job failure(job id, 'Function exception: " + str(e))
163
164 # 2 s OIAA &F
165 print('Function complete.')
166 put_job success(job id, 'Function completed successfully.')
167 return "Complete.”
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& Dependency-Track

Lambda &= 3} M3

1.Lambda &%}
2.eventO|A Job ID =&  CodePipeline?| MIE ME X3

3.CodePipeline?| MEZ £E| Repository ME =&

4.get_projects() &+E =5l Dependency-track LHE0]| s

a. 82 Repository HOZ MMEl TZHE I} Q|

o MM
b.8HE Repository HOZ MMEl TZHE I} ¢

=l TEHE 9| yuid et

(@) |
L
riot
rm
-
c
o
i
fo
0
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2
Q
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ook
>
1ok
M
ot
w
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Q
M
1%
>
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® Dependency-Track

Lambda # st

AWS CodePipeline
4 actions, 1 resources
P AWS Systems Manager

1 actions, 1 resources

Amazon CloudWatch Logs
'L_E:L

1 actions, 1 resources

Amazon ECZ

8 actions, 1 resources

i
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& Dependency-Track

CodePiepline £¢&t

SourceArtifact )4
Source0f| 2|5l Z2o|E

100%t 0|5}

g 013

AWS Lambda 20| o|0| M5t 4= MeEiEhL|C} == AWS Lambda 220|A 42 MH5t = o] 2Oz ZopSL|C}
Q SBOM

84 OISO B glo] 2X}, 2%, 50|= T YETH EHELICE 4 B TL B ARNS ZHEX| FLICH

L2 T1TL hainied . ATEH ILSH



SCA CodePipeline £¢&!

. X|Z M™St Dependency-TrackS CodePipelinedl| S¢ot X532t 74

& Dependency-Track
CodePiepline £¢

) Source 4=z

njojxajol M8 |D: pb89Bfac-070d-463c-ab0c-f67eaf155a0f

Source
GitHub({HHH 2) [2

() 4= - 282 H

622538ch [2

| HE HE 2|

622538c6 [A Source: Update buildspec.yml

Ha v g}

® SCA 4«

Al
=1
Ito| = ejl 438 |D: 0bhs9sfac-070d-463c-ab0c-f67eaf155a9f

Cdxgen

AWS Lambda &

8= -282#

HF EE 27|
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® Dependency-Track
CodePiepline £¢&t

. Jlvwwoo/WebGoat ¥ w1 |LATEST VERSION

|~ Overview

Project Vulnerabilities
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: DAST 249| Il

& DAST(Dynamic Application Security Testing) 241?

2 OfB2|A(O|MS A3 Fol Aeo M 2Ot X|FHS EIX|Sts EIAE WA

o A3t ZOI 4Z2|H0|MS THAOZ HOt HAES 43
. SUULA HAE WAOR AA TEE BX| 21 Q0N Y 0hS2|H0|HS 2
. AR 2% Fl MH|A0|M 2 ALI2|2E A2 0| M5t |tHS 2ol

Qcunetix

OWASP ZAP

b opplication security sconner fr



| OWASP-ZAP vs. Arachni

: OWASP-ZAP2} Arachnil| HM&A

2™ (XSS, SQL Injection, 29t 8l O|&AH™ &)

= 7|8t 34 (CSRF, 2= 3EX| g2 FE 5) A HEX
oFx EFX|0f| ZtA
L = |

- | O a

X
T

A F{HLIE| (OWASP X/ &)

Windows, macQOS, Linux

0| x) 2

HlolE

H7|H2l M0l E 3 OWASP X[HCe = X[£HQl 7|5 7

JP

2022 0|2 AH|0|E X|& SCIo =2 Qlgl, x| Al Hob 2|
CHot CHEO| HEHZ2 = US

CHE Tyetel S8

RESTful APIZ S5l CIE =12 £lA S& 7

RPC APIZ CIE A|AHID AF Bl Xts2} 7t

cto] M A

5=
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® OWASP-ZAP
Buildspec.yml

OWASP ZAP= 0|85t WebGoatE =4 A7H5

Hot 2| ZES Hdol= o

I

Buildspec

U A

. Arachni

: OWASP-ZAP2t Arachnie| && H|WEZ4= ?[ot HAE 9

HES 712 £271"2 £ Q15"E 22 R buildspec BB S M3 S

o3 el

=
CoZE JHo= HE

2EBEIF EHE[A

5 commands : _

6 # Al28 IZ|R Fal0lE F Ead0l= =

7 - sudo apt-get update -y

g - sudo apt-get upgrade -y

(=]

1@ # 2t IR €R] (wget, curl, vim, python3)

11 - sudo apt-get install -y wget curl wvim python3

1z

13 # AWS Corretto (Java 11) (1222 2 &3]

14 - sudo curl -L https://corretto.aws/downloads/latest/amazon-corretto-11-x64-1inux-j
15 - sudo dpkg -1 jdkll.deb

15

17 # Java 11 7| = k= £73

18 - sudo update-alternatives --install Jusr/bin/java java fusr/lib/jvm/java-1l-amazon-
19" - sudo update-alternatives --set java fusr/lib/jvm/java-1l-amazon-corretto/bin/Jjava
@ - java --version

21

32 # k=== 47 712 HIAH

33 - sudo rm -rf jdkll.deb

24

25 # US4 22| W3R 24

26 - sudo apt-get install -y ca-certificates A
27 »
®0 A0 61:22 YAML Spaces:2
o Mo Hat
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: OWASP-ZAPS ArachniQ| HEH H|WEMS 93t HIAE 73

¢® OWASP-ZAP

S3H3l0f|M 2M 2|ZE FHu} 2191 IS
W ZAP Report

Site: http://BlueGreen-jw-87223296.ap-northeast-2.elb.amazonaws.com
Generated on Wed, 9 Oct 2024 09:20:27
ZAP Version: 2.15.0

ZAP is supported by the Crash Override Open Source Fellowship

Summary of Alerts

Risk Level Number of Alerts

Low

Informational

=

False Positives:

Risk Level Number of Instances

Absence of Anti-CSRF Tokens : 1
Content Security Policy (CSP) Header Not Set 1
Missing Anti-clickjacking Header : 1
X-Content-Type-Options Header Missing Low 1

User Agent Fuzzer Informational 12

Alert Detail



| OWASP-ZAP vs. Arachni

- OWASP-ZAP2} ArachniQ| MF™ H| W&

¢ Arachni

&« C O B https://github.com/Arachni/arachni/releases

v Assets =

fparachni-1.6.1.3-0.6.1.1-darwin-x86_64.tar.gz

arachni-1.6.1.3-0.6.1.1-darwin-x86_64.tar.gz.sha512

fparachni-1.6.1.3-0.6.1.1-linux-x86_64.tar.gz

@arachni-1.6.1.3-0.6.1.1-linux-x86_64.tar.gz.sha512
arachni-1.6.1.3-0.6.1.1-windows-x86_64.exe

fparachni-1.6.1.3-0.6.1.1-windows-x86_64.exe.sha512

[3)Source code (zip)

[7)Source code (tar.gz)

4= 1, # 8 10 people reacted

.I

314 MB
129 Bytes
262 MB
129 Bytes
236 MB

129 Bytes

(=N
SEE

May 28, 2022
May 28, 2022
May 28, 2022
May 28, 2022
May 28, 2022
May 28, 2022
May 28, 2022

May 28, 2022

|t HIAE 10

user Hoto = =19l

Administrator account

E-mail: admin@admin.admin

Password: administrator
Regular user account

E-mail: user@user.user

Password: regular_user
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: OWASP-ZAP2t Arachnil| H2FM H| i 2M 2 2ot HAE ™

® Arachni

: S .f/binfarachni web
Puma starting in single mode...
* Puma version: 5.6.4 (ruby 2.7.5-p203) ("Birdie's Version")
Min threads: ©
Max threads: 5

Environment: development
PID: 3420

Listening on http://127.0.0.1:9292 o — _ _
Listening on http://[::1]:9292 LB H2F1F0] aranchni ZE(9292 LE)=
e cutc oo RS

sgr-0f3ee78144065e830 | HTTP v |

sgr-09d85f22542601c04 | MER X E Tep - | 9292
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: OWASP-ZAPSt Arachni®| HEH H|WEMS 93t HIAE 73

® Arachni Start a scan

The only thing you need to do is provide some basic information and make a simple choice about the type of scan you want to

perform.
HH | | g _g_'ﬂ- E — HEH EI_-l A—l d NS AN http://BlueGreen-jw-87223296.ap-northeast-2.elb.amazonaws.com/WebGoat| Default (Global)
Full URL of the targeted web application (must include the appropriate protocol, hitp or https). Configuration profile to use.

Share with:

Administrator

Instance count |~

How many Instances to utilise for the scan.

Multi-lnstance scans can achieve high efficiency levels which will result in significantly diminished scan times and better utilization of multi-core/multi-CPU systems.

Direct Remote Grid
Perform a direct scan from this machine to the Delegate the scan workload to a deployed Load-balance the scan workload
web application. No need to setup anything Dispatcher. No traffic will pass through this across many Dispatchers.
else. machine.
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. Arachni

: OWASP-ZAP2} Arachnil| M2 HnEM =2 2ot H|AE 79

¢ Arachni

AlZtet JeffEz 24 Zot =l Jts

Amount of logged issues

I High

- Medium

- Informational
G ) s Fa Mige, He, Int, )
™55-Site Reg bty O By "9 Xty mo””’foﬂm #1ESting e
Uest 'F'Wge Da“w‘”ﬂ' i With St meloﬁ“ﬂﬂg ' = ane
ry Oy I:'O'mm@tﬁ ﬁe&d@,
B Trusted W Untrusted W Severity
Severities of issues based on possible impact Elements with issues, by type Trust evaluation (Trusted vs. Untrusted) of issues

slick to see relevant Trusted issues Click to see relevant issues

W high W medium low M informational W form M cookie M server B Trusted W Untrusted

Severity
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X 2F -IO

: OWASP-ZAPZ2} ArachniQ| MefFX0ol H|w EAM X|H

Severity (24 k) 25

High, Medium, Low, Informational, False Positives
5 5CiA2 2R

High, Medium, Low, Informational
S4HAE 2R

BMAQ AZL

of 21

of 212

O

EHRIE F{2FH T4

671

771

M=z 7ls

|51 FoFaol PHIRQI 9IX|e} HREl | AT AL
EoStn

= M35, =5 AEXL FAHES A
H7=|o|- A OIEE EE

Af
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: OWASP-ZAPZ2} ArachniQ| MeFX0ol H|w EM X|H

WD Vs OX\

OWASP ZAP rOC hnl

ETI-I]"I- SE‘ELH'!TH sconner Fraomework




| OWASP-ZAP vs. Arachni

- OWASP-ZAP2} ArachniQ| MZF&Ol Hlw EM X|H

VS
OWASP ZAP OFOC hnl

web application security sconner Framework

o CIOKSH 9l X|OFXIS EFX|

T O= 3
. F7|%0l 0| ESF OWASP HELIE|S| X|2S E5f
x|laxol 7|5 WA

e AO|0|E SO E 9I5|
Arachni= X[ M F2FH 2 HHFHSHK| 2ol = B
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: OWASP-ZAPZ2} ArachniQ| MeFX0ol H|w EM X|H

. OWAS P'ZAP Codepipeline Apphcatmn

'@
@.@

53 DWASF‘

Load Balnacer
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-

¢® OWASP-ZAP

Explore / zaproxy/zap-stable

zaproxy/zap-stable v«

By zaproxy * Updated 16 days ago
— The ZAP stable image, updated with every major ZAP release

SECURITY

Amazon EC2 .
E7 X = &7 O|0]X] 7}H{ L7
SZ0=Z zap 24| & 2 T

docker run -u zap -p 8080:8080 -i zaproxy/zap-stable zap.sh -daemon -host 0.0.0.0 -port 8080 -config
api.addrs.addr.name=." -config api.addrs.addr.regex=true -config api.key=1234


http://zap.sh/

| DAST CodePipeline St

xE MHEHSE OWASP-ZAPE CodePipelinedl| Egtet AHs3t 1194

HHE S MME| Z2EHE A DNS A E EXM
ZICHE ST DNS =2 71843

Lambda

Spider ScanE Soll 24 ME S 71 Q= tHA|

# ATtO|C{2) Aot
scanlD = zap.spider.scan(target)

while int(zap.spider.status(scaniD)) < 100:
print(‘'Spider progress %: {}'.format(zap.spider.status(scanliD)))




| DAST CodePipeline £&

. X|&5 MA™ St OWASP-ZAPE CodePipelined| E&ot XAtz 3t 194

HiX & MAMEl 282N DNS FTAE EA
2ICHE SHE DNS =4 7HM 2

Lambda

Active Scanl & F UM M= Flddol= CH|

# Active Scan A&t
print(‘Active Scanning target {}'.format(target))
active_scan_id = zap.ascan.scan(target)

while int(zap.ascan.status(active_scan_id)) < 100:
print(‘Active Scan progress %: {}'.format(zap.ascan.status(active_scan_id)))




o o .
| DAST CodePipeline £&!
. X|&5 MA™ St OWASP-ZAPE CodePipelined| E&ot XAtz 3t 194

HiX & MAMEl 282N DNS FTAE EA
2ICHE SHE DNS =4 7H8 2

Lambda

# 7| A7 2o =4
print('Hosts: {}'.format(’, .join(zap.core.hosts)))
pprint(zap.core.alerts(baseurl=target))

# JSON 2|ZE M4

report_json = zap.core.jsonreport()

with open(report_file_path, 'w') as report_file:
report_file.write(report_json)
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X E MHEHSE OWASP-ZAPE CodePipelinedl| Egtet AHs3t 1194

HIE & MAE SCHa{ A DNS SAZ 2M
HCHZ S DNS =4 7183

Lambda
ReportE s30| 2 Eot= Al

# S30|| 2[|XLE Y=
s3_report_key = 'zap_reports/zap_report.json

s3_client.upload_file(report_file_path, s3_bucket_name, s3_report_key)
print('Report uploaded to S3 at {}/{}.format(s3_bucket_name, s3_report_key))
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. X|&5 MA™ St OWASP-ZAPE CodePipelined| E&ot Xzt 194

¢® OWASP-ZAP

2820 7|X] 2X|(=[0]0] =7})

e zap api clone
e request clone
e lambda_function.py

/)

Lambda

ZIpLE Y50 Lo HE=

PS C:\Users\USER\Downloads\lambda_function> 1s
C| 2l B 2| : C:\Users\USER\Downloads\lambda_function

Mode LastWriteTime Length Name

2024-10-14 =2 = ; zap—api-python
2020-19-14 2= ; zapv2
202u4-10-14 2= ; 2154 lambda_function.py
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.

¢® OWASP-ZAP

JAM gt MM

1. ec2 U EQ3 QIE{m|0| AL} B2 &l &

—

AWSLambdaVPCAccessExecutionRole

1~ [f

2 "Version™: "2812-18-17",

3~ "Statement”: [

4- {

5 "Effect™: "Allow™,

6~ "Action™: [

7 "ec2:CreateNetworkInterface”,
8 "ec2:DescribeNetworkInterfaces”,
g "ec2:DeleteNetworkInterface”
1@ =
11 "Resource": "*"
12 }
13 ]

. 2L} gt codepipeline £ A| Z2t YOH|0|E #HP

CodePipeline

1~ [

2 "Version™: "2812-18-17",

3 "Statement”: [

4~ {

= "Effect": "Allow™,

o~ "Action": [

7 "codepipeline:PutlobFailureResult”,
8 "codepipeline:PutlobSuccessResult”
g ]J
18 "Resource”: "*"
11 }
12 ]
12 1}
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|_7EA
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IAM

18

3. =L

B A

.I

—

"Version™:
"Statement”: [

{

N EE 7ML= et

"20812-

"Effect™:
“"Action™:

18-

1?“ .

“Allow",

"elasticloadbalancing:DescribeloadBalancers”,

"Resource™:

Il:+:ll

I OWASP-ZAPE CodePipelinedl| E&$t Xts3 1194

"Version™: "2812-18-17",
"Statement”: [

{
"Effect”: "Allow™,
"Action™: [
"s3:PutObject”
1.
"Resource": "arn:aws:s3::
I

:your-bucket-name/zap_reports/*"
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vpc HotOE dH

OHM
bl

ZAP ME{e} CHE QIAEA ZH0
Security Chain €8 2 &

738 3E oREE ¥ ZE #Hel FE

‘ AFEAL X[E TCP v ‘ TCP ‘ 8080

Ar9H Y AA Hm EEREPE
‘ AFE AL X[ HE v ‘ Q. s9-010282d370f05¢95 X ‘

EEEEE =438

AHE: 'sg-010282d370f05€952'

BlueGreenSG_APP_jw | sg-010282d370f05e952
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-

¢® OWASP-ZAP

2HCIHM vpe A

/)

Lambda

VPC ==

&
1]

VPC MEY
vpc-06c90836fbda77c4d (10.0.0.0/16) |

BlueGreen-jw

« IPv6 E2|E 5 & =false

= subnet-0b98c7e84f46eacle
(10.0.3.0/24) | ap-northeast-2c,
PrivateSubnet?_jw

= subnet-Oddce741b93403224
(10.0.2.0/24) | ap-northeast-2a,
PrivateSubnet1_jw

HOE T

H

« 5g-010282d370f05e952
(BlueGreenSG_APP_jw)
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© Deploy == 29 A%
njo] =2}2l st |D: 25988389-acd0-48a1-9443-3d 1b30ab4df
[T =
Deploy
AWS CodeDeploy
@ A‘l_l_ 43H S|
xl. o
14 dast 2-HOJX| HYE IECEEEY
- = _ . 58d1c&ad [ Source: Delete sast_analysis.yml
7 o= PHEN Qe Hz PHER gE an FHDN 28
e
® dast =z ETTNES
ZAP @ ajo|=2fel 43 p:
AWS Lambda

ID: a5988389-acd0-48a1-9443-3d 1b30ab4df

ZAP
Automated stage configuration: Noria AWS Lambda B2

® “
A
+ AHIO|X| F7}

ok

438 F

e

B 7|

S8d1cEad [ Source: Delete sast_analysis.yml
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¢® OWASP-ZAP

S3 K30 A Report £l

ot
=

e~
s

AtSe 7o

WA (1) = 53 URI = A} URLEAl | [ CREE @7l (2 A 2w H = ots7) \E
H = Amazon 301 HEE|0] Q= 7|2 AEE|QLICH Amazon 53 DI E2| [AS AHRSH0] HZ10) Q= DS KO S22 AL + YSLICH ChE AL A0 AMAS + A sj2{% FAIH o2 HBHS H0i8)0F LT K43
oo 7| [A

HEANZ H X7/ ‘ 1 O
0 0|2 a | 8% v | Ox|e 47 v | 37| v | AEZIX| 22 v
O [ zap_reports/ £ - = =
A (1) == ﬂ 53 URI Z A} URL 2 A} M che=c 27| [2 AL Y v H = ot ‘E
2= Amazon 530 M E|0f QL 7|2 ANEE|ALITH Amazon 53 QI 2] [AE AHRSH0] B210) Qe BE A0 228 A8 4 UBLICH CHE ALRAL RO UM A 4 AUH 612{H BAIMOZ AP L0j3|0F BLICE AH3]
oot 7| [A
Q FEALZ x| 2+7) ‘ 1 {C"}
O o A | 5% v | O 4 v | 37| v | 2E3|X| 222 v
J [ zap_report.json json 2024.10. 23. am 4:02:37 AM KST 25.5KB Standard
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{} zap_reportjson X
kawl > Downloads > {} zap_reportjson > ...
"@programhName" :
"@version":
"@generated”:
"site":[

"@name": "htt
"@host": "1©8©
"@port":
"@ssl™:
"alerts

]

"@name":

"@host":
"@port":
"@ssl™:
"alerts"™:

"pluginid”: "1ee36",
"alertRef": "1@036",
"alert": "Server Leaks Version Information via \"Server\

(1]

"name": "Serv Leaks Version Information

"riskcode™:

"confidence":

"riskdesc":

"desc": " he web/application server is leaking version information via the
"instances":|
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